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PCI PENETRATION TESTING BY NETWORK TEST LABS INC.

PCI Requirement — 11.3 Perform external and internal penetrations testing at least once a year and after

any significant infrastructure or application upgrade or modification, including network and application
upgrade or modification, including network and application-layer penetration tests.

NTL provides a detailed penetration testing service
on both your internal and/or external networks on a
regular basis. We offer a unique approach in identi-
fying and validating security weaknesses through-
out your diverse environment. NTL's security
experts will assess your organizations’ IT security
posture in the same way an attacker would:

= Profile system in a stealthy, low-impact way by mimick-
ing the evasive techniques of an actual attack.

= Exploit vulnerabilities in network systems, servers,
databases, client-side systems, partner networks, and
network devices.

= |dentify critical OS, service and application vulnerabili-
ties within an updated library of both open-source,
in-house developed and commercial grade exploits.

= Gain root or administrator access on a compromised
system through privilege escalation.

= Reveal the implications of an attack by replication an
attackers attempt to access and steal or manipulate
data on compromised systems.

= Provide you with a detailed final report with remediation
recommendations.

= Perform a retest of the environment to ensure that all
systems are patched and secured.

NTL customers include
large gaming operators,
government  agencies,
and financial institutions.

Network Test Lab’s Corporate Office:
207-1001 Kingsway, Vancouver, BC V5V 3C7

General and New Business Inquiries:
vernon@networktestlabs.com

These prices are only valid for North American cus-
tomers and are subject to change without notice.

Level PCI Penetration Testing Service Pricing

Small Business (20 Devices) $ 1,800 CAD

Medium Sized Business (50 Devices)  $ 4,000 CAD

$ 7,000 CAD

Large Sized Business (100 Devices)

Network Test Labs in partnership with SAINT is certified
(#4268-01-03) by the PCI Security Standards Council as an
Approved Scanning Vendor (ASV). Network Test Labs is
able to help merchants manage data security risks, evaluate
the security of their systems that store payment account data
and assist them in achieving compliance with the PCI data

security standard (DSS).
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