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PCI Requirement — 6.6 Public-facing web applications, address new threats and vulnerabilities on an ongo-
ing basis and ensure these applications are protected against known attacks by either of two methods.

NTL provides a detailed Web Application
Penetration Testing service. This is meant to
pinpoint exploitable application weaknesses, allow
developing resources to focus on addressing criti-
cal exposures. NTL security engineers assess your
web applications to flaws cited by the Open Web
Application Project (OWASP), such as:

PCI OWASP Testing

Requirement  Top Ten Requirement

6.5.1 A2-2010 Cross Site Scripting (XSS)

6.5.2 A1-2010 Injection (SQL, LDAP, and
Xpath flaws)

6.5.3 A3-2007 Malicious File Execution

6.5.4 A4-2010 Insecure direct object
references

6.5.5 A5-2010 Cross-site request forgery
(CSRF)

6.5.6 A6-2007 Information leakage and
improper error handling

6.5.7 A3-1020 Broken authentication and
session management

6.5.8 A9-2010 Insecure cryptographic
storage

6.5.9 A10-2010 Insecure communications/
transport layer protection

6.5.10 A7-2007 Failure to restrict URL

access

NTL customers include
large gaming operators,
government  agencies,
and financial institutions.

Network Test Lab’s Corporate Office:
207-1001 Kingsway, Vancouver, BC V5V 3C7

General and New Business Inquiries:
vernon@networktestlabs.com

These prices are only valid for North American cus-
tomers and are subject to change without notice.

Level PCl Penetration Testing Service Pricing

Small Business (1 URL with 20 pages)  $ 1,500 CAD

Medium Sized Business
$ 3,250 CAD

(1 URL with 20 - 50 pages each)

Large Sized Business

(1 URL with 50 - 100 pages each) $ 5,850 CAD

Network Test Labs in partnership with SAINT is certified
(#4268-01-03) by the PCI Security Standards Council as an
Approved Scanning Vendor (ASV). Network Test Labs is
able to help merchants manage data security risks, evaluate
the security of their systems that store payment account data
and assist them in achieving compliance with the PCI data

security standard (DSS).
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